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Abstract 
 

Compliance of an organization’s business proc-
esses with legislation is difficult to assess, and even 
more so as laws and processes evolve. Using seven 
criteria, we evaluate five different approaches for 
documenting and managing such compliance that in-
volve models and/or legal documents, with or without 
tool support for traceability. It is argued that a mixed 
approach that combines models and original docu-
ments, with tool support, offers the best trade-off. We 
also discuss an example of such an approach based on 
the User Requirements Notation and a commercial 
requirements management system. 
 
1. Introduction 
 

Organizations must comply with governmental leg-
islation and any violation of these laws can often result 
in large financial penalties or loss of reputation. There-
fore, organizations have every intention of complying 
with legislation but can fail in this capacity because of 
many reasons. For instance, legislation is often diffi-
cult to understand and is sensitive to amendments, dif-
ferent pieces of legislation may conflict, an organiza-
tion’s business processes are likely to change with the 
introduction of more IT-based solutions or evolving 
business contexts, and suitable guidelines and tools to 
support compliance management are often lacking. 

These problems motivate the need for a method to 
help organizations establish and maintain compliance 
with legislation. In order to ensure this compliance, 
organizations must formalize their business processes, 
derive a relevant set of rules and obligations from leg-
islation, and establish compliance links between the 
legislation and their business processes. 

To satisfy these requirements, different approaches 
can be taken. We have divided them into five catego-
ries based on their use of models, source legislation 
and policy documents, and tools. In this paper, we 
briefly explain each of these approaches and identify a 

set of criteria for their evaluation. A comparison is 
provided based on a case study we performed to assess 
compliance of a business process with privacy legisla-
tion for a major teaching hospital in Ontario, Canada. 
 
2. Background 

Much work has been done in the area of compliance 
and legislation modeling. In particular, Breaux et al. 
provide a methodology to extract rules and obligations 
from regulations  [2]. However, their work lacks links 
to legislation and to the organization’s policies. Dari-
mont et al.  [3] apply the KAOS methodology to model 
regulations and they explain how to transform docu-
ments to goals, objects and threats models. Again, 
traceability to original documents is limited. The OMG 
Regulatory Compliance Alliance (recently renamed the 
GRC Round Table)  [1] develops a system to help stan-
dardize the representation of compliance documents 
and they are providing a dynamic mapping between 
regulations and the internal policies of the organiza-
tion. All of these approaches are model-based ap-
proaches (with various levels of tool support). 

Recently, we have proposed a compliance frame-
work  [4] where legislation, policies, and business proc-
esses are modeled with the User Requirements Nota-
tion (URN)  [6]. In this framework traceability between 
the various models and between models and source 
documents is managed with a requirements manage-
ment system (RMS), namely Telelogic DOORS  [9]. 

URN is a draft ITU-T standard that combines goals 
and scenarios in order to help capture, model and ana-
lyze requirements in the early stages of design. It com-
bines the Goal-oriented Requirement Language (GRL) 
with Use Case Maps (UCM) to model goals and busi-
ness processes as well as links between them. An 
Eclipse-based tool called jUCMNav is used to create, 
analyze, and manage URN models. It can also export 
URN models and internal links to the DOORS 
RMS  [7]. DOORS is a tool used to collect, organize 
and link requirements in a database to improve col-
laboration between distributed stakeholders. The links 



help analyze the impact of changes and monitor the 
level of conformance to the stakeholders’ needs. In our 
work, we have extended the jUCMNav-DOORS inte-
gration to track the compliance of business processes 
with legislation. 

 
3. Compliance Approaches 

 
Organizations can take various approaches to make 

sure their policies and business processes are aligned 
with relevant legislation. The following approaches are 
briefly explained in the context of our case study, 
which focused on the compliance of a review process 
for accessing a healthcare data warehouse with the 
relevant privacy legislation. Since this was done for a 
teaching hospital in Ontario, the most relevant legisla-
tion in this context is the Personal Health Information 
Protection Act (PHIPA)  [5]. 

Document-based approaches can be manual or 
tool-supported. In the former category, the organiza-
tion’s policies and procedures documents are inspected 
and manually compared with actual legislation docu-
ments to verify their compliance, whereas in the latter 
category an RMS tool such as DOORS can provide 
tool support to manually create links between docu-
ments and to track and verify compliance. For exam-
ple, the hospital policy document’s purpose can be 
linked to the PHIPA document’s purpose in DOORS.  

Model-based approaches can also be manual or 
tool-supported. In the former case, the organization’s 
policy and procedure documents as well as the legisla-
tion documents are modeled with a notation such as 
URN, e.g. in terms of actors, tasks and goals (who 
must do what and why). In the tool supported model-
based approach, the organization model is linked to the 
legislation model with the help of an RMS tool. For 
example, the bottom left part of Figure 1 uses a URN 
model for the hospital composed of a goal view (in 
GRL) and a process view (in UCM). These can be 
linked to similar views in a legislation model (bottom 
right). As a result, compliance between the organiza-
tion’s policies and the legislation can be established.  

Combined approaches are tool-supported and inte-
grate model-based and document-based approaches. 
With the help of an RMS tool, the models can be 
linked to each other and to their source documents.  

Our full compliance framework  [4] includes two 
separately built URN models and a set of links be-
tween them. The model of the legislation (mainly in 
GRL) is built separately from the model of the organi-
zation’s policies (GRL) and business processes (UCM) 
to allow the legislation model to be re-used by differ-
ent organizations. Figure 1 illustrates an example of 

full compliance framework. Actors specified by 
PHIPA include the health information custodian (HIC) 
and the research ethics board (REB committee). Actors 
specified by the hospital include the hospital as HIC 
(Hospital), a research ethics board (REB), as well as 
others (Privacy Officer, DW Administrator, and Re-
searcher). In the process documented here, the re-
searcher desires to access patient information from a 
data warehouse (DW), but this must be done in a way 
that conforms to many privacy policies and laws, 
PHIPA in particular. The complete URN models are 
much larger and more detailed than what is shown 
here  [4] [8]. 

Each model includes some internal links (source 
and responsibility links). Compliance can be tracked 
by defining and managing external links of different 
types between the two models. For instance, URN 
models are linked to their source documents through 
source links. Organization models (document and 
URN models) are linked to legislation models (docu-
ment and GRL model) through compliance, responsi-
bility and traceability links. Some links are created 
manually whereas others can be created automatically 
by transitivity using a library we have developed for 
DOORS. This helps minimize manual linking effort, 
which is a common barrier to the success of such ap-
proach. 

 
4. Definition of the Criteria  
 

The following seven criteria can be used to analyze 
and assess the usefulness of the five approaches:  
• Effort to model needed by organizations to estab-
lish a model for managing compliance. 
• Effort to comprehend needed by organizations to 
understand their business processes and legislation. 
• Effort to document compliance, which is the 
amount of effort needed by organizations to verify 
whether their processes comply with the legislation. 
• Effort to manage evolution needed by organizations 
to find potential instances of non-compliance when 
legislative documents are amended or when their 
policies and business processes change. In our case 
study, we evaluated the impact of several sets of 
amendments to PHIPA in the last fours years, as well 
as the impact of using new e-technologies to support 
the DW access request process online. 
• Level of coverage for the model which shows how 
much of the law and how much of the policies and 
business processes can be modeled for each of the 
different approaches.  
• Level of coverage for compliance documentation 
which examines the level of success of each approach 



in terms of documenting the compliance and ensuring compliance to the legislation.  
 

 

Figure 1: Compliance Framework Example 
 

• Level of coverage for the evolution management, 
which examines the approach’s success in handling 
the changes and assessing their overall impact. 

 
5. Comparison between Approaches 

 
The manual document-based approach is currently 

the most common way of handling compliance. Since 
there is no model and no links involved in this ap-
proach, the modeling effort is zero. However, it re-
quires much effort to document compliance and man-
age evolution. Textual documents are often more com-
plex and harder to understand than model-based repre-
sentations, therefore comprehensibility is low. More-
over, due to the absence of links, the coverage of the 
compliance documentation and of the evolution impact 
is the lowest of all approaches. On the other hand, this 
approach provides full coverage of modeling since 
entire documents can be examined in details. 

The tool-supported document-based approach pro-
vides links between legislative and organizational 
documents to help track compliance. In terms of effort, 
this approach has no modeling requirement but it does 
require that links be set up manually. However, these 

links reduce the effort needed for documenting the 
compliance and managing process and legislation evo-
lution. As before, the coverage of modeling is com-
plete. This approach has a coverage that is low since 
many of the links are often poorly defined due to the 
difficulty in relating text documents with each other. 
The level of comprehensibility is lower than with 
model-based approaches. 

The manual model-based approach has greater 
level of comprehensibility over document-based com-
pliance. It does however require a significant amount 
of effort to develop the model. Documenting compli-
ance is easier with this approach than it is with text 
documents since the two models are defined at the 
same level of abstraction.  The lack of links, however, 
makes the process of documenting compliance lengthy 
and the management of evolution difficult to achieve. 
The coverage of modeling is incomplete because part 
of the policies and regulation cannot be modeled, 
whatever the language used. The lack of links results 
in an incomplete coverage of compliance documenta-
tion and low coverage of impact and evolution. 

The tool-supported model-based approach is supe-
rior to the ones discussed so far in that it deals with 
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models instead of documents and it also includes some 
level of linkage between the models. However, it lacks 
links between the models and the source documents, 
which result in difficulties in managing evolution (e.g., 
of laws) and an imperfect documentation of compli-
ance. Like the manual model-based approach, the ef-
fort to modeling is high but only needs to be done 
once. Coverage of the model and of the compliance 
documentation is still not fully achieved without 
source links. Managing evolution coverage is better 
than with the other approaches.  

Our full compliance framework, which is a com-
bined approach that integrates tool supported docu-
ment-based and model-based approaches, is the best 
solution when considering all the criteria. Although the 
approach requires the highest amount of effort up 
front, the results are easier to exploit for documenting 
compliance and managing evolution. Links between 
models and source documents allow modified elements 
in documents to be identified automatically and with 
little effort. Comprehensibility is higher by including 
both source documents and graphical models. It also 
provides complete coverage for the model, compliance 
documentation, and evolution impact assessment. 

Table 1 provides a summary for all the criteria. 
 

6. Conclusion 
 

In this paper we analyzed five different regulatory 
compliance approaches based on seven important crite-
ria. These approaches were either document-based 
and/or model-based, with or without tool support. Our 
qualitative evaluation suggests that a mixed approach 
that combines source documents and their related mod-
els, such as the one proposed in  [4], represents the best 
solution. The modeling effort is still high but pays off 
in the long term. Automatic linking  [7] can also help 
minimize the labor required to link the models. For 
future work, this assessment could be supported quan-

titatively and cover situations with multiple laws and 
business processes. Also, semi-automated extraction of 
models from legal text would be useful  [2]. Integration 
in a larger performance management context for proc-
ess and goal improvement is also being done  [8]. 
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