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Abstract. Health care is increasingly provided to citizens & network of
collaboration that includes multiple providers dndations. Typically, that
collaboration is on an ad-hoc basis via phone cédlses, and paper based
documentation. Internet and wireless technologievide an opportunity to
improve this situation via electronic data sharifigese new technologies make
possible new ways of working and collaboration kutan be difficult for
health care organizations to understand how tahes@ew technologies while
still ensuring that their policies and objectives being met. It is also important
to have a systematic approach to validate thataétthgrocesses deliver the
performance improvements that are expected. Usitage study of a palliative
care patient receiving home care from a team ofabotating health
organizations, we introduce a framework based guirements engineering.
Key concerns and objectives are identified and rdeadéprivacy, security,
quality of care, and timeliness of service). Anden, proposed business
processes which use new technologies are modeltdrirs of these concerns
and objectives to assess their impact and ensateetbctronic data sharing is
well regulated.

Keywords: Requirements Engineering, User Requirements Notatiealth
care, data sharing, privacy, quality of care.

1 Introduction

Currently, in spite of available information techwgy, health care providers still

collect and share patient’s information in an ad-lasis, by paper-based forms,
faxes and phone. Many of the reasons for this el&ed to privacy and security
concerns, but there is also a resistance to teoagnand uncertainty that investment
in technology will actually result in cost-effeaivimprovements to healthcare. The
potential convenience of electronic healthcare dataing is often overlooked. In the
group of health care providers, nurses are the mpgosons who are responsible for
collecting patient's data and entering into thecetmic system. One study of

information technology for palliative care showdthtt nurses were required to do
“double entry” into electronic systems and papearthfor various reasons including



medical legal issues [1]. Such duplicate work @sahe opportunity for medical
errors and makes care providers (physicians, nateeshesitate to accept electronic
records. Much of this duplicate work is motivated $ftudies showing electronic
healthcare delivery to be problematic [2] whichsea questions about the extent it
can enhance care delivery. It is important in switch to new technology to be able
to monitor and document that quality of care is\genaintained.

This paper describes a requirements managemengyrark for electronic health
care data sharing that will help healthcare prawdaodel and evaluate new and
existing healthcare processes in order to validiggmment with quality of care goals
and policies as well as document compliance. Basedl case study of palliative care,
we develop the framework using an ITU standard timta User Requirements
Notation (URN). In the framework, we show how to dab the improvements
obtained by electronic data sharing, but also addo®ncerns like privacy, security
and quality of care.

2 Background

It is expected that the number of individuals stiffg from and living with chronic
illness such as diabetes, heart disease and cailteéncrease significantly in the
forthcoming years. Providing care for chronic iBserequires a movement from care
delivery by a single provider and location to caelivery by multiple providers
across multiple settings. Team based care deligethallenging for the fundamental
reason that our healthcare system is not designddliver such care. The electronic
health record (EHR) provides the means for eleatrdata collection but there is still
a need to support the underlying care delivery ggees that take place. Information
access and sharing must be timely, accurate andesec quality of care delivery can
suffer. Poor information sharing in team based aebvery can be a source of
medical errors [3]. Thus if we are to support tehase care delivery we must
facilitate data sharing but also support and morfe underlying business processes
that use the data. Stead et al. [4] point to #ednfor an informatics infrastructure
that details how to link information and businessgess needs to enable us to design
technological solutions that provide care when amdere needed, supporting
processes that avoid error, and provide qualite ecahile reducing administrative
costs. The framework presented in this paper pesvithe basis for such an
informatics infrastructure to support team based dalivery.

Our case study is taken from a health care jutigdidn Ontario, Canada, where
the applicable privacy legislation is the Persdfahlth Information Privacy Act [5].
PHIPA specifies the legal responsibilities of heattformation custodians in terms of
how they are to handle personal health informatiidIPA is legislation specific to
healthcare in the Canadian province of Ontario iwithe framework of the federal
Personal Information Protection and Electronic Dueunts (PIPEDA) act [6].
PIPEDA has been recognized by the European Cononiss being compliant with
the European Union’s Data Protection [7]. In theitebh States, there is similar
legislation for healthcare in the form of the Hbalinsurance Portability and
Accountability Act (HIPAA) [8].



Researchers have worked on applying requiremerihegeigng concepts and tools
to provide methodologies to ensure compliance anaceability between
organizational goals and the business processattgatsupposed to achieve those
goals. [9] describes how to apply one of the maoal@riented requirements
engineering methodologies (KAOS) to model regutaioThey explain how to
transform regulation documents into goal, objectd threat models incrementally
and how to maintain a level of traceability frone tource document to those models.
[10] introduced the Requirement-based Access Cbnfpalysis and Policy
Specification (ReCAPS) method to integrate accesstral analysis, improve
software quality and develop policy and requirersam@mpliant systems. This
method emphasizes compliance between differentydévels, requirements and
system designs. In [11], i*, a modeling languagenilar to Goal-oriented
Requirement Language (GRL), was used to desigrnrrivdtion systems within a
social context. In [12], User Requirements NotafifgiRN) was used as a basis for a
framework to track legal compliance between healthe processes and privacy
legislation.

We will use URN as a basis for our framework aslw&JRN was designed for
modeling and analyzing requirements in the formgoéls and scenarios prior to
design [13]. It can be used to model most kindseattive and distributed systems,
as well as business processes [14]. URN combinesodmplementary notations: the
Goal-oriented Requirement Language (GRL) and Usee @daps (UCM) which are
used for modeling goals and processes respectifgyire 1 and figure 2 show a
brief summary of these two notations.

URN is a draft ITU-T standard [13] that combinesigoand scenarios in order to
help capture, model and analyze user requiremenie &arly stages of design. It can
be applied to describe most kinds of reactive aistriduted systems as well as
business processes. URN is the only modeling agguhat can model goals and
processes at the same time while providing tratigabetween them. URN integrates
two notations, namely the Goal-oriented Requireni@mguage (GRL) and Use Case
Maps (UCM). GRL is used to model, with AND/OR ghap the relationships and
strategies around how actors and tasks are orghtozachieve goals and objectives.
Figure 1 shows a subset of the main GRL elemeftsexample of a GRL diagram is

shown in the figure 3.
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Figure 1: Subset of GRL notation

The UCM notation is used to model business ggses and system behaviour in
terms of related scenarios and use cases. Scepatlts connect start points
(preconditions and triggering events), end poimpes{-conditions and resulting
events), and responsibilities. Responsibilitieddate where actions, transformations,



or processing are required. They can be performeskguence, concurrently (using
AND-forks and AND-joins) or as alternatives (witliagded OR-fork and OR-join).
Complex processes can be defined at any levelstfadiion and be decomposed with
stubs, which act as containers for sub-maps. Thset of the UCM notation used in
this chapter is shown in Figure 2, and an exampla OCM diagram is shown in

Figure 4.
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Figure 2: Subset of UCM notation

The UCM process view specifies the responsibilitese performed (thevhat
aspects) byhom, when, andwhere. The GRL goal view provides a rationaiehy)
for the business process elements, together witexphanation of why alternative
solutions were chosen or not. More details on UR#l @rovided in [15] [13]. A
detailed analysis of the capabilities of URN in gamson with other well-known
business process modeling languages is given in [16

URN models are built using the Eclipse-based jUCMNaol [17]. jUCMNav
supports an extensible meta-model for extendingétef diagrams, model elements
and links the tool can work with as well as a datahange layer for integration with
other tools and systems. [18]

3 Palliative Care Scenario

Palliative care is care provided to patients at ehlife when curative therapies are
not an option. Palliative care is an ideal domairstudy team based care delivery
across multiple settings as that is an integral gigpalliative care delivery. [19]

In this scenario, the health authority responsibtepalliative care in a region of
Ontario, Canada proposes to build a palliative azfermation system (PAL-IS). The
intent is that PAL-IS will facilitate sharing of fint information among healthcare
providers such as doctors, nurses and case maregesa! as support the underlying
processes of care delivery such as decision makidgreatment dissemination. This
goal for PAL-IS is consistent with the overall ga#l palliative care, which is to
improve the life quality for patients who have itfeeatening illness and their
families.

Improving patients’ access to healthcare serviced delivery of healthcare
services from providers are also important goatsHAL-IS. Technically, PAL-IS
should ensure communicate between patients anthbaed providers is efficient and



timely. PAL-IS should support and ensure patieréa get timely access to their
nurses or physicians whether in hospital, hometberocare centers and healthcare
providers can respond to patients quickly basedheir requests or needs. If care
issues can be identified and managed efficientgnttheir hospital stays can be
shortened or avoided.

The most important challenge is to establish a éaork and process for ensuring
that PAL-IS meets the needs of the region for a@lé care. In such an information
system, patients are being monitored remotely heu personal health information is
being integrated among different organizationsvd®y and security concerns arise.
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Figure 3: The goals of PAL-IS

The goal model for the health care organization RAd-IS is described as a GRL
model in figure 3. Improving the life quality of fients and their families is the top
goal in the health care service, and monitoringepéd remotely together with
ensuring privacy and security at the same timenis of the basic objectives our
system should meet.

The goals in Figure 3 are not completely indepetdéry affect or contribute to
each other. Privacy and security concerns, as tist basic goals, should be fulfilled
first. Actually, without privacy and security asance, monitoring patients remotely,



integrating patient information and communicatiomoag organizations are not
allowed to proceed, even if there is no technolaigall.

With assurance of privacy and security, PAL-IS ¢apvide timely access to
palliative care services for patients or their fimsi from home, and promote the
services delivered to their home quickly, and fynaéach the top goal of improving
the quality of life of patients and their families.

In figure 4, we use a UCM diagram to document alkesiness process or scenario
that PAL-IS must support for pain management. Acea patient is on two
medications for his pain. A homecare nurse and siplan are monitoring the
patient's symptoms through PAL-IS. One of the patgedaily jobs is to send his pain
score to the nurse through the system. There are gain alerts with different
priorities in the system, depending on the pairesadhe patient sent. If the patient
enters a low number for the pain score, the ageset at a low priority. The number
will be recorded and the nurse will simply contin@nitoring. But if the patient
enters a high number for the pain score indicasiengre pain, the alert would be set
as a high priority and the nurse would contact ghgsician for appropriate action

such as getting an updated prescription. Once apnescription is issued, the nurse
will send it back to the patient. [20]
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Figure 4: PainScore reporting and PainAlentegating processes in PAL-IS

For comparison, figure 5 shows the current protiessmust be followed without
the PAL-IS system. The nurse records the patiepdi score manually and
periodically and must visit the patient in person,contact them over the phone.
Based on the paper version records, the nursespongible for analyzing the pain
scores, generating a pain score report and makjodgment if a pain alert is a low
priority or a high one. The nurse is also the pertm send the pain alert to the
corresponding doctor, again by calling or faxingpaper-based document. If the
doctor receives the pain alert document with a hgghbrity, they will write a new
prescription and send it back the nurse, who iagytd send it to the waiting patient.
All the steps are manual and time-consuming, eafigdor the nurse to analyze pain
scores and generate a pain score report.
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Figure 5: PainScore reporting and PainAlert gefeggirocesses without PAL-IS

In the above manual process, there are a feagunements to make sure the patient
is properly taken care:

e The nurse should talk to the patient and take disffain score at least once
every 4 hours.

« The nurse should analyze the patient’s pain samdsupdate his/her pain score
report at least once every 4 hours.

« Once a pain alert with a high priority is issudt patient should receive his/her
changed prescription within one hour.

Since all the steps are manual, the nurseheasnain responsible person in the
document generating and exchanging process, isoa=d. Now, let us go back to
figure 4, the painScore reporting and prescriptibanging process in the PAL-IS.
With the help of an Information System, the nurs# mot have to manually take
records from the patient and generate the painesceport. The following are the
steps in this process:

1. The patient will enter his/her pain score periolflyjcato the system.

2. The information system will update the patient'sinpascore report

automatically and give a pain alert number indiggta low or high priority.
The pain score report and the pain alert are sdhietnurse’s computer.

3. The nurse will process the pain alerts based oorifpeis, and send them

electronically to corresponding doctors.

4. For a pain alert with high priority, the doctor Wigsue a new prescription

and send back the nurse electronically.

5.  The changed prescription is finally sent from tlhese to the patient through

the information system.

From the above example, we see that the procesmghaalthcare data through
PAL-IS is completely electronic. Also, there arensomeasurements to improve care,
which are different from those in the manual prsces

. To use PAL-IS, all users need be identified forusig purposes.

. The patient should enter a pain score at least enegy 4 hours.



. If the information system did not receive the pafie two consecutive pain
scores, a low priority alert would be raised andt $e the nurse. The nurse
should contact the patient immediately by phone.

. If the patient entered a pain score greater thaf, @ pain alert should be
issued immediately from the information systemhe hurse and then to the
doctor. The patient should receive the changeccppt®n within one hour.

4  Framework

Figure 6 depicts the processes involved in thetreleic data sharing of healthcare
data between organizations, based on the PAL-I8 sasly. In this model, there is a
central information system, through which organas send and receive patients’
data, to reach the objective of electronic healtéhckata sharing.
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Figure 6: Model of Electronic Data Sharing betw&rganizations

In addition to enabling the electronic flow of imfeation between patient, nurse
and doctor, the information system is also ableoltect and report statistics on how
efficiently and effectively care is being providelhe GRL diagram can be amended
to indicate tasks (linked to the appropriate UCHKgldam for detailed analysis) which
are critical to the goals of the organization. dkdated with those tasks, can be



metrics which measure how effectively and effidigiare can be provided. This is
depicted below in figure 7.
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Figure 7: The GRL diagram with linked tasks

Figure 7 shows how the processes involved ih-PRAaffect the goals defined in
figure 3. Here, we provide three processes as elesmfs patient is supposed to enter
a pain score at least once every 4 hours. A paireseport is created, based on the
most recent pain scores from the patient, andtsemtnurse for review. If the patient
failed to enter two consecutive pain scores or ffaizn score greater than 7/10 was
entered, the information system will raise a paénta



5 Conclusions

In evaluating our framework, we can see that imngi&IRN, the healthcare provider is
able to not only articulate their goals, but lihlemn to the relevant business processes.
In the case where the business processes are sgpgran information system, they
can further define and mandate additional dataectitin and reporting on metrics to
monitor how effectively the organization goals begng achieved. In order to achieve
this, though, the healthcare provider will neednest in modeling explicitly both
the goals the provider is trying to achieve andptaresses that are enacted to realize
them, as well as identifying appropriate metricsrteasure progress, and ensure that
the necessary data is collected.
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